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*AHmusupyc BomeH Bolmb GHIOYEH, GHMUBLIPYCHLIe Bassl U NPo2paMMa - 0BHOGNAMBCA, Credyem pe2ynnApHO
NpoGodUMb GHMUBLPYCHOE CHOHUPOBOHUE.

WcTounuk: CneacTeenHeii KoMuTeT Pecriybnuku Benapyce. © Wndorpadura

MNpw onnaTe TOBAPOB B MHTEPHETE:
- UCNONb3yiTe ANA NnaTexei oTAENbHYO KapTy,

- NepeBoAMTE Ha YKa3aHHYH KapTy TOYHYIO CYMMY OEHEXHbIX CPeACTB, KoTopas Heobxoguma
Bam ONA onnarthbl;

- NPOM3BOAUTE ONNATY TONBKO C YCTPOWCTB (HOYTEYKOB, NNAHLETOB, KOMMNLIOTEPOB, MOBUNbLHbIX
TenedoHoB), 3alMLLEHHbBIX aHTUBMPYCHBIM NPOrpaMMHbiM oBecneveHnem™;
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- He UCNoMb3yiTe ANS pacyeTos yCTPONCTBO, K KOTOPOMY MMeT focTyn Bonee 64Horo
yenoseka,;

- B HACTPOWKax mcnonb3yemoro Bpaysepa Hy»HO 3anpeTuTb COXpPaHeHue NOruHoB, naponew u
Apyroi KoHbuaeHUMansHOW MHopMaL UK,

- npK paboTte Ha YCTpOﬁCTBe, C KOTOPOro npov3eognTCa onnarta, HXW B KOeM Chny4dae He
nepexoauTe NnO COMHUTENbHbIM CChINTKam;

- Nocne 3aBepLUEHUA CeaHCa OMNnarThl PEKOMEHAYETCA BhIATU U3 Bpaysepa.

*AHTUBUPYC OOMKeH ObiTh BKNIOYEH, aHTUBUPYCHble Baskl U NporpamMmMa - oBHOBNATLCA, cneayeTt
perynspHo NpOBOAUTL @aHTUBUPYCHOE CKaHWPOBaHUE.

WcToyHuk: CneacteeHHbId komuteT Pecnybnvku Benapycek.

Bbl MOXETE HaikTH 3Ty CTPaHKUUY NO cneayiolwemy ajpecy:
https://www.belta.by/infographica/view/kak-ne-stat-zhertvoj-internet-moshennikov-24466/

BENTA - Hosoctu Benapycw, © Astopckoe npaso npuHagnexut BENTA, 1999-2021rr.
lMnepceeLinka Ha UCTOUHUK 0BA3aTeNbHE. YCNOBUA NCNOMNE3OBAHWA MATEPMAN0B,
m - PasmeLanTca MaTeprans! peknamMHo-MHEopMaLMoHHOro xapakTepa. - 2021
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Kak He cTaTb XepTBOW BULIUHTrA

KAK HE CTATb YKEPTBOW
BULLUHIA

Buwwuhr (ronocosoi ¢uwmHr - voice fishing) - oauH M3 METOQOB MOLLEHHUYECTBA € MCMONB30BaHUEM
COLMANEHOM MHMEHEPUW. 3N0YMBILLNEHHUKUW, UCNONL3YA TeNehOoHHYI0 KOMMYHUKALMIO U Urpan

onpeaenexHyo ponb (COTPYAHWKa 6aHKa, MOKYNATena 1 T. [.), NoA pasHbiMK NPeaIoraM1 BbIMaHUBAIOT Y

[epaTensa NNaTemHol KapTbl KoHGMABHUMANBHYI0 MHGOPMaLMIO (€8 PEKBU3MTLI, HOMEp NacnopTa,
JUYHBIR MAEHTUOUKALMOHHGIA HOMEp, NOMMHBLI, Naponi, CMC-Koab!) unu CTUMYNUPYROT K COBEPLUEHWIO
onpeaenerHbIX AeHCTBUI CO CBOMM KapTOYHBIM CHETOM/NNaTeMHOM KapToW.

O

Bam nozsorunu/npucnanu
CMC "u3 baHKa" ¢
HeuW3BeCTHOro HoMepa:

e e

Bam nossorunu/npucnanu
CMC c Hem3BeCTHOro HoMepa
¢ npocbboii 0 MoMoLLm
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@ He coobuwanTe ® TopoNUTECH
NepcoHanbHLe AaHHbLIE NpeanpUHUMaThL QeCTBUA
HEW3BECTHLIM NULaM, 10 UHCTPYKLMAM
[Oae ecnu OHU HeW3BeCTHLIX Nioael;
NpeAcTaENAIoTCA 330aiTe 3B0HALEMY
COTPYAHUKaMMU BaHKa; BOMPOCH! JA4HOM

@ nposepbTe uHGopMaLMIo, @ XapaxTepa, noMoraioLpe
NO3BOHWB B KOHTEKTHbIA OTMHMTL BNM3KOMD BaM
LeHTp 6aHKa; YenoBeKa OT MOLUEHHWKE;

@ HesaMe[IMTeNbHo nog niobbiM NPeaoroM
obpatutecs B nocTapaifTecs NpepeaTs
NpasooxpaHiTencHble @ HOHTAKT C cOBECeHUKOM,
oprabi. /,,/"/ { NO3BOHUTE PORHLIM M

Ve ] Y3HaiATe, BC NM Y HUX B
4

WcTounur: CnencTeHHLIA KoMuTeT Pecny6nkiv Benapycb.

NOpAOKe.

Bl 3an0A03punu MHTEpHET-NPOAABLUA B He4obpoCcoBeCTHOCTH:

HeoBX04uMO OCTaBaTLCA 6AMTENbHBIM, He NPUHUMATL NOCNEeLWHbIX pELUEHMI:;I W npu
NepsblX ¥e NOJ03PeHUAX OTKA3aTbCA OT NOKYNKK;

HUKOrQa He NepeBoauTe AeHbIM HE3HAKOMbLIM MIDAAM B Ka4ecTse npeaonnars!.

© Wndorpaduxa
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BWLWHT - OOWH U3 METOL0B MOLLUEHHUYECTBA C UCNONb30BaHWEM COLWANbHOW MHKEHEPUU,
3NOYMbILUNEHHWKA, UCNONb3YA TENEMOHHYI0 KOMMYHWKAUMWIO W Urpas onpeaeneHHy pone
(coTpyaHuka BaHka, nokynaTtens v T. 4.), NOA, pasHbiMK NPEANOraMi BbIMaHUBAIOT Y AepKaTens
nnaTeXHoW KapTel KOHUAEHUMANbHY MHMOPMAaLWIO (e PEKBU3UTLI, HOMEP NacnopTa, NUYHbIA
naeHTMUKALWOHHBIR HOMEp, NorvHbl, naponu, CMC-kogbl) Unv CTUMYNUPYHOT K COBEPLUEHUKD
OnpeaeneHHblx 4edCTBMIA CO CBOUM KapTOYHbIM CHETOM/NMNATEXKHOW KapTON.

Bam nossonunu/npucnanu CMC "us 6aHka" c HEM3BECTHOrO HOMepa:
- HE TOPONWUTECH CNEeAOBaTb WHCTPYKUUAM;

- He coobLaiTe nepcoHanbHble AaHHble HEM3BECTHBIM NUUEM, AaXe eCNU OHW NPEeLCTaBNATCH
coTpyaHuKkamu BaHka;

- npoBepbTe NHGDOPMaLMIO, NO3BOHWB B KOHTAKTHbIA LieHTp BaHka;
- He3ameanuTenoHo oOpaTnTECh B NPaBoOXpaHUTENbHbIE OpraH.l.

Bam noseorunw/npucnann CMC ¢ HemasecTHoro Homepa ¢ npocskboi 0 nomoLyyn Bnuakomy
YyenoBeky:

- He BnajaiTe B MaHUKy, He TOPONMTECh NPEeANnpPUHUMaTE ASNCTEUA N0 UHCTPYKLUUAM
HEeWU3BECTHbLIX N0AER;

- 3apavte 3BOHSALLEMY BOMPOChI NUYHOIO XapakTepa, noMoraowmne oTnuynTs Bnnakoro sam
Yenoseka OT MOWeHHWKa,

- nog NoGbiM NPeanoroMm nocTapanTeck NPepBaTh KOHTAKT C COBECEeAHUKOM, NO3BOHMTE POAHLIM
W y3HaWTe, BCE MU Y HUX B NOPSAKE.

Bel 3an0403punv MHTEpHEeT-NpoaasLa B HeaoGpOCOBECTHOCTU:

- HeobBxogmMmo ocTaBaTbea BAUTENBHLIM, HE NPUHUMATL NOCNELWHbIX PELUEHUA U Npw nepebix Xe
NOJO3PEHUAX OTKA3aTbCA OT NOKYMKMK,

- HAKOrga He nepeBoguTe AeHbrn He3aHakoMbiM NMIOAAM B Ka4YecTBe npegdonnarhbl.

McTounuk: CneacreerHbln komuTteT Pecnybnuku Benapycs.

Bbl MOXeTe Ha#TH 3Ty CTPaHWLY NO creayiLeMy ajpecy:
https://www.belta by/infographica/view/kak-ne-stat-zhertvoj-vishinga-24468/

BENTA - Hosoctv Benapycy, © AeTopckoe npaso npuHagnexut BENTA, 1999-2021rr
lunepcceinka Ha UCTouHKUK 0BA3aTeNbHA. YCNOBUA MCNONLIOBAHUA MATEPUANOs.
E - P23MEUIAITCA MaTepuanbl PeKNaMHo-MHDOPMayWoHHOro xapaktepa. - 2021
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KAK HE CTATb YXEPTBOW
OULLUNHIA

@uuwunr (aHm. phishing or fishing “peibHan noens, BblyKWBaHKE") - BUA MHTEPHET-MOLUEHHUHECTES
LNA NONYHERUA A0CTYNA K HOHGUAEHUMANBHBIM AAHHLIM NOML30BATENEeH - NOrMHAM U NApONAM. 310
DOCTVraeTcA NyTeM NPoBeAeHUA MACCOBbIX PACCHINOK 3NEKTPOHHBIX MUCEM OT UMEHU NOMYNAPHBIX
6peHnoB, a TaKHe NMYHLIX COOBLLIEHWIA BHYTPW Pa3niqHbIX CEPBICOB, HANPUMEP OT MMEHW BAHKOB UMK
BHYTPM COUMANBHBIX CETEM.

BHMMaTe/IbHO NPOBEPATL 3avacTyio panblumBsble
CCLUTHY, MO KOTOPOK nuceMa 1 ganblumeble CaiTh
cobupaeTech KAUKHYTL: He ; BO BCEM NOBTOPAIOT AU3aMH
nepenyTaHb! 1 GyKBbI B / HaCTOALMX

Ha3BaHWK1 canTa X

nepepg TeMm Kak
BBOOWTL NOTUH U
Naponb, HYXHHO

NPOBEPUT, : , KAK HE CTATb BMECTO TOr0 YTOBbI
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nepeq agpecomM (DMLUMH FA . | BBECTH agpec
caiTa Bbl yBUOUTE | =\ prHHﬁwo B HOBOM
npeduKc https (rge s OKHe bpaysepa
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Lame ecnun NUCLMOo Mau 06HaPYHUB GULLMHIOBYIO He 3axoguTe B
coobleHne Co CChINKoN onepauuio, HeobxoauMo OHNaH-6aHKK U ToMy
NPULLNO OT NyYlero Opyra, co0bLWMTL 0 et B 6aHK nopoBHbIe cepeuck Yepes
BCE PaBHO HYMHO NOMHUTB, (ecnm nuceMo Npuwno ot oTKpbiTeie Wi-Fi-ceti B Kade
4TO ero TOMe MOMmK WUMeHU GpUHaHCoBOro wnu Ha ynuue. Jlydwe
06MaHyTb UNW B3NOMaTb. YUperOeHuR) n B BOCMO/NbL30BATLCA
Moatomy BeauTe cebA He cny#by noanepHKm MOBUNBHBIM MHTEPHETOM MNK
MEHEe OCTOPOMHO, YeM Npu coucetv (ecnm Takue noTepneTk, YeM NoTepATL
obpalLeHni Co CChINKaMM, CCbIIKK PaccbINGeT KTo-To BCE [eHbr1 Ha KapTe
NpUWeWwMIA 13 13 NoMbL30BaTENew) U T.4.
HEWM3BECTHOMD UCTOUHMKA

UcTouruK: CnencTeeHHBIM KoMuUTeT PecnyBnikv Benapych. © Wndorpadura §

®QuwnHr (adrn. phishing o fishing "peibHas nosns, BblyxuWBaHue") - BUO UHTEPHET- ‘
MOLUEHHWYECTBa ANA NoNyYeHua AocTyna K KoHduaeHUWansHbIM 4aHHbIM Nonb3oBarenen -
norvHam U naponam. 3To JOCTUraeTca NyTem NPOBeAeHMs MacCOBbIX PaCcChINOK aNeKTPOHHBIX
nucem OT UMEHW NoNyNApPHbIX OpeHaoB, a Takke NUUHbLIX COOBLUEHUI BHYTPU PasnuyHbIX
CepBUCOB, HanNpUMep OT UMeHU BaHKOB UNW BHYTPY COLManbHbIX CETEN.

Kak He cTaTb KepTBon uLLKHra:

hitps:/iww.belta.by/printv/infographica/view/kak-ne-stat-zhertvoj-fishinga-24467/
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- BHUMAaTENbHO NPOBEPATL CChINKY, NO KOTOPOW coBMpaeTech KNUKHYThL: HE NepenyTaHbl N
BGyKBbl B HasBaHuMW canTta;

- nepen TeM Kak BBOAUTE NOTMH U NapoSib, HYXHO NPOBEPUTL, 3aLMULLEHO N coeanHeHue. Ecnu
nepea aapecoMm caiita Bbl yBuauTe npedukc hitps (rge s osHavaet secure) - BesonacHoe;

- [laxe ecnu NUCbMO U coobLleHne CO CChINKOW NPULLNO OT NYYLLEro ApYra, BCe PABHO HYXHO
NOMHUTb, YTO €ro TOXE MOornu 0BManyTh Unw Banomars. Moatomy segute cebsa He meHee
OCTOPOXHO, YeM npun oBpaLleHnm Co CChINKkamu, NPULLEALLINMYN M3 HEW3BECTHOIO MCTOYHUKA,

- 3a4acTyto hanblumnebie NCbMa U hanblUMBbIE CAWTHI BO BCEM NOBTOPAIOT AU3aNH HACTORLWMX;

- BMECTO TOro 4tobbl KNUKATL NO CChiNKe, cneayeT BRECTU aAPec BPYUYHYIO B HOBOM OKHE
Opaysepa;

- oBHapyuB PULLMHIOBY O onepauuvio, HeobxoAuMo coobLWTE 0 Hell B BaHK (ecnu nUCbEMO
MPULLNO OT UMEHW (PUHAHCOBOIO yYpexaeHUsa) unu B cnyxBy noanep»kn couceTu (ecny Takue
CCbINTKW pacchinaeT KTo-TO U3 Nonb3oBaTenei) v T.4.;

- HE 3axoAuTe B OHNaiH-6aHkn 1 ToMy noaoBHble cepBuCk Yepea oTkpbiTeie Wi-Fi-ceTn B kade
unu Ha ynuue. Nyywe Bocnonb30BaThca MOBUMEHBIM MHTEPHETOM WU NOTEPNETL, YeM NOTEPATH
BCE AEHbIM Ha KapTe.

WcTounuk: CnepcTeeHHbIR komuteT Pecnybnukv Benapychb.

Bbl MOXETE HaWTK 3Ty CTPaHULY No cnegylowemy agpecy:
https://iwww.belta.by/infographica/view/kak-ne-stat-zhertvoj-fishinga-24467/

BENTA - Hosoctv Benapycu, © AeTopckoe npaso npuHagnexut BENTA, 1999-2021rr
Fv\nepcct.mxa Ha UCTOYHUK 0BA3aTeNLHA. YCNoBUA MCNoNL30BaHWA Marepwanos.
E - Pa3MELLATCA MaTepuans! PeKNamHo-MHHOPMaLUUOHHOro XxapakTepa. - 2021
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